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Function and Area of Use

1. Function and Area of Use

This material describes how to use CloudVPN / CloudVPN SecureEdge pro as a MQTT client.

2. About This Startup Document

This Startup document should not be considered as a complete manual. It is an aid to be able to configure
CloudVPN acting as a MQTT Client.

Copyright © 2025 Beijer Electronics AB. All rights reserved.

The information in this document is subject to change without notice and is provided as available at
the time of publishing. Beijer Electronics AB reserves the right to change any information without
updating this publication. Beijer Electronics AB assumes no responsibility for any errors that may
appear in this document. All examples in this document are only intended to improve understanding
of the functionality and handling of the software. Beijer Electronics AB cannot assume any liability if
these examples are used in real applications.

In view of the wide range of applications for this software, users must acquire sufficient knowl-edge
themselves in order to ensure that it is correctly used in their specific application. Persons
responsible for the application and the equipment must themselves ensure that each application is in
compliance with all relevant requirements, standards, and legislation in respect to configuration and
safety. Beijer Electronics AB will accept no liability for any damage incurred during the installation
or use of this software. Beijer Electronics AB prohibits all modification, changes, or conversion of the
software.

In this document we have used following software and hardware:

CloudVPN and CloudVPN SecureEdge pro

Nexto Xpress

BCS Tools, software used for all Beijer PLC’s

UA Expert, software reading OPC UA tags from a PLC with OPC UA support
HiveMQ, MQTT broker service

MQTT Explorer, MQTT client reading data from the broker

For further information refer to:

Manual name/number
Help Online
Documentation Portal
Connected Forum

This document and other Startup documents can be obtained from our homepage.
Please use the address support.europe@beijerelectronics.com for feedback about our Quick Start
documents.
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Introduction

4. Introduction

MQTT stands for ” Message Queuing Telemetry Transport”, a protocol (client-server protocol) designed for
Internet of Things (loT)-devices and applications with low bandwidth- and low power consumption.

MQTT server, also known as the MQTT broker, allows you to inspect and manage connected loT devices and
messages. The broker can also provide shared services, such as retained messages. When a client has
published data to the broker, other clients can subscribe to it.

This material will go through, step-by-step, how to use MQTT functionality in CloudVPN.

A Nexto PLC is connected to the CloudVPN over Ethernet and using the driver OPC UA in CloudVPN. There
are othe drivers available such as Modbus, EtherNet/IP and several more. Tags in Nexto are read and sent
over MQTT to a broker (cloud based).

CloudVPN only supports encrypted MQTT Messages, in JSON or Sparkplug B format

MQTT Client

: Publish > MQTT MQTT Client
U

BI'OI(EI' Subscribe ) Me) |

—_—>

CloudVPN has built in buffering of data (up to 6GB storage), if Internet connection is lost. When the Internet
connection is working again, all buffered data will be published in the broker.

When using MQTT it is up to the user to select and configure the broker, create application to read (subscribe)
and present data from the broker.
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Setup of MQTT broker

5. Setup of MQTT broker

There are many suppliers of broker services. This material describes the broker from the company HiveMQ,
the broker is called “HiveMQ Cloud”.
Get HiveMQ On-Premise or Cloud-Based MQTT Broker | Download for Free

&

HIVEMQ
CLOUD

HiveMQ Cloud

Free Cloud MQTT Broker that enables

you to connect up to 100 devices.

Sign Up FREE Now

(No credit card required)
Create an account or login through GitHub / Google / LinkedIn /Email.

g-LloluyEMQ

Welcome
Log in to HiveMQ Cloud to continue to HiveMQ
Cloud Portal.
Unleash the Potential of loT with HiveMQ
Cloud. ) Continue with GitHub
HiveMQ Cloud is a fully-managed service for your loT
messaging needs. G Continue with Google

y . . M Continue with Linkedin
Start for Free: Kickstart your |oT journey by connecting up to 100

devices for free.
OR
Unrestrained Integration: Boost your use cases with seamless

v
v
Email address*
data integration with third-party services. ‘“
v/ Scalability with Ease: Upgrade as needed. HiveMQ Cloud offers
v

reliability and security, irrespective of scale.
Total MQTT Support: Leverage our complete support for the Continue

MQTT specification for adaptable and efficient loT solutions.
Don't have an account? Sign up

Terms of service and privacy policy

When account created and logged in, click on “Create Serverless Cluster”.

ORGANIZATIONS

»  Select the HiveMQ Cloud plan you need

CLUSTERS OVERVIEW + RECOMMENDED

Serverless Starter
Starts from @
FREE $0.34/horr + $0.80/million

$249/ month * messages
By selecting Get Started you agree 1o our current SaaS Terms . evirened s

Create Serverless Cluster Get Started FREE

No credit card required 15 day trial - no credit card required
A basic MQTT broker for learning and experimenting with MQTT. Complete MQTT platform for testing and small-scale production.
A great place to play Everything in Serverless, plus
< Shared MQTT platform « Dedicated MQTT platform
= 100 connections free Unlimited connections
10 GB data traffic per month “ Upto 1MB/s data throughput
< MQTT3.1,3.1.1,50 < Client certificate authentication
« MQTT over TLS/SSL HiveMQ Control Center
- Basic authorization rules -~ RESTAPI
~ Websocket support - Data streaming integrations
& NoUptime SLA & 99.95% Uptime SLA
® Basic Support ® 24/7 Support
© 8hours*

*Priority 1 reaction time

B Documentation &
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Setup of MQTT broker

All details needed to connect to the broker are shown below:

@ HiveMQ Cloud
L

ORGANIZATIONS

Hékan's organiz ~ =X

CLUSTERS OVERVIEW +

Free #1

Free #1

Overview Access Management Integrations Web Client

Connection Details

Comprehensive details and statistics for your cluster

Getting Started

URL

759a0c1174b04c8c8783946046f2613c.s1.eu.hivemg.cloud D
Port

8883 (]
Websocket Port

8884 (]
TLS MQTT URL

759a0c1174b04c8c8783946046f2613c.s1.eu.hivemg.cloud:8883 D
TLS Websocket URL

759a0c1174b04c8c8783946046f2613c.s1.eu.hivemg.cloud:8884/mgit D

Click on tab “Access Management”, Click “Edit” on the “Credentials” section:

@ HiveMQ Cloud
-

ORGANIZATIONS

Hékan's organiz v 5

CLUSTERS OVERVIEW +

Free #1

Free #1

Overview Access Management Integrations Web Client

& Authentication

Credentials

Create Credentials

£ Authorization

Permissions

Create Permissions

Beijer Electronics, SUEN00424 5
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Edit

This functionality is available in Cloud Starter and higher tier plans.

Compare plans

This functionality is available in Cloud Starter and higher tier plans.

Compare plans

Edit

2025-11-14



Setup of MQTT broker

Click “Add Credentials”:

-

ORGANIZATIONS
Overview Access Management Integrations Web Client Getting Started
CLUSTERS OVERVIEW +
Free #1 &) Authentication
Credentials Hide
Currently you have not created any credentials. Fill out the following form to create an access
credentails pair and limit access to your HiveMQ Cloud MQTT instance. To learn more check
out our Security Fundamentals guide.
Let's create some credentials
It seems like you haven't set up any credentials yet. No worries, setting up the credentials is quick and
easy.
Add Credentials
E Documentation & This functionality is available in Cloud Starter and higher tier plans
Compare plans o

Click “Edit” on the “Credentials” section:

HiveMQ Cloud 2
X

ORGANIZATIONS

Hakans organiz ~  fy Free #1
Overview  Access Management  Integrations  Web Client Getting Started
CLUSTERS OVERVIEW  +
Free #1 (& Authentication
Credentials Hide
p nd limit
urH
Username * Permission *
of name Select v
Password * Confirm Password *
nter passw ®  Confirm passworc @
Save | Cancel

ity is availab}

Compare plans

This functiona

rtier plans.

Compare plans
& Documentation o
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Setup of MQTT broker

Create a user to publish data from the CloudVPN, since CloudVPN only can publish data set “Permission” to
“Publish only” and click “Save”.

-

a
ORGANIZATIONS
Hakan's organiz v 5o Free #1
Overview Access Management Integrations Web Client Getting Started
CLUSTERS OVERVIEW +
Free #1 &) Authentication
Credentials Hide
Currently you have not created any credentials. Fill out the following form to create an access
credentails pair and limit access to your HiveMQ Cloud MQTT instance. To learn more check
out our Security Fundamentals guide
Username * Permission *
ifKfcOcc1h1S Publish Only ~
Password * Confirm Password *
......... @ ()

Cancel

This functionality is available in Cloud Starter and higher tier plans.

Compare plans
& Documentation

To read the data (subscribe) from the broker, create a new user (client).

b

ORGANIZATIONS

Hakan's organiz v & Free #1

Overview Access Management Integrations Web Client Getting Started

CLUSTERS OVERVIEW +

Free #1 [E, Authentication

Credentials | Active | Hide

Currently you have not created any credentials. Fill out the following form to create an access
credentails pair and limit access to your HiveMQ Cloud MQTT instance. To learn more check
out our Security Fundamentals guide.

NAME PERMISSION ACTIONS

ifkfcocc1h1s PUBLISH_ONLY m’

Add new credential

This functionality is available in Cloud Starter and higher tier plans.

Compare plans

E] Documentation &
This functionality is available in Cloud Starter and higher tier plans.
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Setup of MQTT broker

Create a user to subscribe data from the broker, set “Permission” to “Subscribe only”, click “Save”.

@ HiveMQ Cloud
-

ORGANIZATIONS

Hakansorganiz v £ Free #1

Overview  Access Management  Integrations  Web Client

CLUSTERS OVERVIEW +

Free #1 & Authentication

Credentials [ Active |

Currently you ha
credentails pa
out our Security Fundamentals guide.

Username * Permission *
PC_Client Subscribe Only
Password * Confirm Password *

gencel

not created any credentials. Fill out the following form to create an access
ur HiveMQ Cloud MQTT instance. To learn more check

Hide

This functionality is available in Cloud Starter and higher tier plans

B Documentation

Compare plans

One user to publish data in the broker (CloudVPN) and one user to subscribe data from the broker (MQTT

Explorer):

@ HiveMQ Cloud
-

ORGANIZATIONS

Hakansorganiz v % Free #1

Overview  Access Management Integrations  Web Client

CLUSTERS OVERVIEW +

Free #1 @ Authentication

Credentials | Active |

Currently you have not created any credentials. Fill out the following form t:
our HiveMQ Cloud MQTT instance. To learn more check

and limit access
out our Security Fundamentals guide.

NAME PERMISSION
ifkfcoceTh1s: PUBLISH_ONLY
PC_Client SUBSCRIBE_ONLY

‘Add new credential

Hide

ACTIONS

)
)

This functionality is available in Cloud Starter and higher tier plans

E Documentation &
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Setup of MQTT broker

Click on "Clusters Overview" to make sure that the MQTT Broker is running.

]

é’ra HiveMQ Cloud
-

ORGANIZATIONS

v A YOL[I' Clusters Create New Cluster # Quick Start

[ "

CLUSTERS OVERVIEW
| R serveries:

Free #1

T5920C1 174004 . . ... .3f2613c.97. 00 hivemq.cloud

Part (TLS) Started
B883 2025-06-25T12:15-292

Manage Cluster

B Documentation

Next step is to enable OPC UA in Nexto PLC and use the PLC’s tags as data to be sent to the MQTT broker.
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Enable OPC UA in the controller

6. Enable OPC UA in the controller

The pictures below are from the software BCS Tools, a software used for all CODESYS controllers that Beijer
Electronics have in the product portfolio.

In this example we use variables from Nexto PLC. Enter “Symbol configuration” in BCS Tools.

B85 HIS_XP340.project - BCS Tools

= a X
File Edit View Project Build Online Debug Tools Window  Help v
SeE&E PR I R =Y 5 dh ¢ =
Devices -~ o X “ GYL_1 Configuration (Config) B2 Symbol Configuration X -
= HIS_XP390 2 View - i Buid | Fz3 Settings ~ Tools - |
= Eﬁ Device (XP340) Changed symbol configuration will be transferred with the next download or online change
- =0 PLIC Logic Symbals AccessRights  Maximal  Attribute  Type Members  Comment
=¥ A|l;-p||cat|on 2 Constants
+-1) SystemEvents i GVL 1
* _l SystemGiLs + IntegratedIO
3
__' SystemPOUs H-[[] IoConfig_Globals
+ _| UserGWls ©- Main®rg
+-1) UserPOUs - MyPOU
ﬁ Library Manager + Special_Variables
= @ Task Configuration
=& MairTask
@ MainPrg
Ih
3 Devices D POUs
[E Messages - Total 0 error(s), 4 warning(s), 63 message(s)
Lastbuild: € 0 & 3 Precompile o i Project user: {(nobody) (%]
: s : “ ”
Click on Settings and tic the box “Support OPC UA features
BS5 HIS_XP340.project - BCS Tools - (m] X
File Edit View Project Build Online Debug Tools Window Help Y
Bl & FBnE X #0540 0% #h C L
| Devices - o X H GVL_1 Configuration (Config) B2 Symbol Configuration x - |
=5 RIS P340 = view ~ | #¥ Build | Settings ~| Tools ~ |
=) Device (xp340) Changed symbol configuref[/]]  Support OPC UA features |
= 8l PLc Logi Symbols <> Indude Comments in XML Members  Comment
=-{C} Application
:5 . +-[[][5] Constants | 7]  Indude Node Flags in XML
) SystemEvents £ GVL 1
+ ) SystemGVLs ¥ Inte;ratedIO Configure comments and attributes...
+-I2) SystemPOUs +.[7[E] 1oConfig_Gly Configure synchronisation with IEC tasks...
+ 1) UserGVL inbrg
__l serets +-[0 [E] Mainprg Optimized Layout @
+ 1) UserPOUs +.[ MyPOU
m Library Manager i Spedial_Varia r_| Use empty namespaces by default (V2 compatibility)
Ha - !
4 - System_Diag| [] Enable direct I/ Access
- @ gk ConﬁgLLrahon Indude call information in XML
=i MainTasl
@ MainPrg r_‘ Enable Symbol Sets
ey
5% Devices POUs
|==
IE Messages - Total 0 error(s), 4 warnina(s), 63 nlessage(s}]
L Lastbuld: £ 0 % 3 Precompile o Ci Project user: (nobody) @

Next step is to identify the OPC UA tags so they can be used in CloudVPN.
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Test to read OPC UA tags from the device

7. Test to read OPC UA tags from the device

Since OPC UA tags are rather complicated we recommend to use a software to read the OPC UA tags from
the device. In this case we use UA Expert (version 1.7.1)

If OPC UA tags are known, go to next section.

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject - o X

File View Server Document Settings Help

PR %=1 X fiR D

Project # X Dota Access View ©  Attrbutes 8 x
~ [ Project s Server Nede Id Display Name Value Dotatype  ource Timestomy Server Tmel o B & Q
| Servers Attribute Value

~ [ Documents
I3 Dats Access View

References 8 %
= & B Forvard - [+]
Reference Target DisplayName
Log & x
®#BD
Timestamp Source Server Message

Make sure all selections under "View" are active.

. Unmified Automation UaExpert - The OPC Unified Architecture Chent - NewProject

File Wiew Server Document Settings Help

Bl s = O X t iR K
+  Add 5
Proje . i ey & X Data Access View
R —
A | s 1 & Server
~  Attributes [
w ¥ References
~  File Toolbar

~  Server Toolbar
+  Document Toolbar

Right click with the mouse on “Servers” and click “Add...”

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

| DeBPBO =0 X2 8RO

Project & X | Data Access View
~ [ Project # Server Nod:
B Server

“ [ Docur *  Add..

3 Data Access View
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Test to read OPC UA tags from the device

Double click on “< Double click to Add Server...” under “Custom Discovery”.

5 o B Add Server T X
U ¥ £
Project Configuration Name: &
v [ Project P Store Default
3 sera
~ [ Dooy
M [ EncpointFiter: Mo Fiter

Discovery  Advanced

% Local
> 9, ServersOnNetwork
~ 4% Global Discovery Server
4 < Double elick te Add GDS Server.,. »
~ % Cuztom Discovery
% < Dauble click to Add Server.. >
~ ¥ Reverse Discovery
4 < Double click to Add Reverse Discovery. »
() Recently Used

Address Space Authentication Settrs
Log | O Ancriymous
L2 =)

Timestame

" Password
_ Cerbficate

: Private Key

[ Corwmct Automaticaly

Cancel

Enter the IP address of the device, keep “opc.tcp://” before the IP address, and click “OK”.

' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject
File View —Serser  Dacument  Settinac Hale
D 2| [l Add Server ? X
Project Configuration Name @
~ [3 Proje piastore Defauit v
Discovery Advanced
v D i}
fi  Endpoint Filter: No Filter v
2 Local
» ) ServersOnMetwork
v &% Global Discovery Server
4 < Double click to Add GDS Server... »
v &% Custom Discovery
4 < Double click to Add Server... >
v e o —
B Enter URL ? X
g Enter the URL of a computer with discovery service running:
opc.tep://192. 168, 10.60 ~
Carce
Address Spa Authentication Settings
Log J o Anonymous
L =)
Username Stare
Timestarmp (@]
Password
Certificate
Private Key

[ Connect Automatically

oK Cancel

Beijer Electronics, SUEN00424 12 2025-11-14



Test to read OPC UA tags from the device

Click on the arrow to expand, note that the PLC must be reachable either directly from PC or over remote
access.

Bl unified Aut u e OPCU Architecture Client - NewProjec
U ” .Add Server ? ®
-
Project | Configuration Name @
v [3 Proje prrstore Defauit .
ms

Discovery  Advanced

vD[

fl  EndpointFilter: Mo Filter

1 Local

> O ServersOnMetwork
~ &% Global Discovery Server

4 < Double click to Add GDS Server.. »
~ &% Custom Discovery

4 < Double click to Add Server... »
g)\ opc.tep://192.168.10.60
v

Reverse Discovery

4 < Double click to Add Reverse Discovery... »
() Recently Used

Address 5pa Authentication Settings
Leg © Anonymous
®# B
_. Username Store
Timestamp Q
Password
__ Certificate
Q
Private Key

[] Connect Automatically

oK Cancel

The name after “®@” sign is read from the device. Click on one of the “None - None (uatcp-uasc-uabinary)”
and exit with “OK”.

*Initial tests we recommend to use anonymous login (without username and password).
This must be activated in the connected device to be able to use login with password.

Beijer Electronics, SUEN00424 13 2025-11-14



Test to read OPC UA tags from the device

Click on one of the “None - None (...” and exit with “OK”.

' Unified Automatien Uak: chitecture Clien
D Wy B Add Server 7 X
Project Configuration Mame OPCUAServer @XP340
v [3 Proje prstore Default v
s
Discovery Advanced
@
[l Endpoint Filter: Mo Fiter ~
), Local

> 7 ServersOnMetwork
~ % Global Discovery Server
4 < Double click te Add GDS Server... >
~ &% Custom Discovery
4 < Double click to Add Server... >
v O opctep://192.168.10.60
v ) OPCUAServer®XP340 (opcitcpi//192,168.10.60)
[ None - None (uatcp-uasc-uabinary)
& None - None (uatcp-uasc-uabinary)

~ &% Reverse Discovery
4 < Double click to Add Reverse Discovery... >
() Recently Used

Address Spa Authentication Settings
Log ] © Anonymous
8D
Username Store

Timestamp
2025-07-08 00 Password
2025-07-080

| Certificate
2025-07-080 Private Key
2025-07-080

[ Connect Automatically

To check the made settings, right click with the mouse on the created server and click on

“Properties”.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help

D PBO =0 X% S RO

Project 8 X Dats Access View
~ [ Project # Server
~ [ Servers

| OPCUASen 5 """

~ [ Documents
9 Dats Acces B Disconnect
- Properties..

Change User...

Remove

Port 4840 is default for OPC UA communication, and is used by BCS Tools.

Bl Unified Automation UsExpert - The OPC Un

0@ [ Server Settings - OPCUAServer@XP340 7 X
Project Configuration
~ [0 Projec  ConfigurationName  OPCUAServer@XP340
v B s oasue Defauit ~
v ;‘ Server Information
Endpoint Url opc. top:{XP340: 4840
Reverse Connect (]
Security Settings
Security Policy Mone ~
Message Security Mode  Mone ~
Authentication Settings
© Anonymous
Username Store
Password
Certificate
‘Address Spad P
Log |
Session Settings
% B
[ SessionName urn:BE 105PRP:UnifiedAutomation: UaExpert
Timestamp
2025-07-08 08
2025-07-0809
0309
2025-07-0809 o ==
08 0d :

* Port number 4840 is default for OPC UA communication, and is used by BCS Tools

Beijer Electronics, SUEN00424
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Test to read OPC UA tags from the device

The IP address can be inserted instead of the name, click “OK” or (if no changes have been done) “Cancel”.

| Bl Unified Automation UsExpert - Th

Unified Architecture Client - NewProject*
Sanuse Dae nne  Uals
| D W B server Settings - OPCUAServer@XP340 ? X
Project Configuration
~ [ Proje  Configuration Name OPCUASErver @XP340
v é; PKI Store Defauit v
e 'D ; Server Information
Endpaint Url opc. bep://192. 168, 10.60:4840
Reverse Connect (]
Security Settings
Security Policy HNone v
Message Security Mode  None s
Authentication Settings
© Anonymous
Username Store
Password
Certificate
Address Spad P
Log 1
Session Settings
#®# B
Session Name urn:BE 105PRP: UnifiedAutomation:UaExpert
Timestamp
2025-07-0810
2025-07-08 10
2025-07-08 10
2025-07-0810
2025-07-08 10 Cancel

Right click with the mouse on the created server and click on “Connect”.

' Unified Automation UaExpert - The OPC Unified Architecture Cliv
File View Server Document Settings Help

DPBBO & =0 x4

Project & X | Data Access View
~ [A Project # Serve
~ [1 Servers
©: OPCUAServer@yn2n
O Connect
~ [A Documents

! DataAccessVie\-\X Disconnect
~ Properties...

L ]
~

Change User...

&= Remove
TT
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Test to read OPC UA tags from the device

UaExpert is now connected to the server in Nexto PLC.

[ unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®

File View Server Document Settings Help

Y o2 X ~

D BB =0 X8 RED
Project & X Data Access View
v Project # Server Node Id Display Name Value Datatype

~ 3 servers

[ oPCUAServer@xP340_152.168.10.60 |
~ [ Documents
[ Data Access View

AddressSpace  Project
Log
(A=)
Timestamp Source Server Message
2025-10-17 11:05:4... Server Node OPCUAServer@... Endpoint: 'opc.tep://XP340_192.168.10.60: 4840
2025-10-17 11:05:4... Server Node OPCUAServer@... Security policy: 'http://opcfoundation.org/UA/SecurityPolicy#None'
2025-10-17 11:05:4... Server Node OPCUAServer@... Applicationlri: 'urn:XP340_192.168.10.60:Beijer%20Electronics: XP340PCUA: Server'
2025-10-17 11:05:4... Server Node OPCUAServer@... Used UserTokenType: Anonymous
2025-10 4. Server Node PCUA D... The server returned no certificate, all certificate check
2025-10-17 114 Add eM Regi d for ModelCt E
202 Server Node OPCUAServer@... Connection status of server "OPCL,

To monitor tag(s), select “Address Space”, go down in the structure to the global variable list

18 Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*
File View Server Document Settings Help
2, . - .
DPPEE =2 X8 8 20
Address Space & X Data Access View © | Attributes & %
4 NoHighight v | o= Server Hode ld Display Name Value Datatype  jource Timestamy Server Timestamp  Statuscode vk @ [+)
v 2 Objects Attribute Value
v & DeviceSet ¥ Nodeld ns=4is= varXP340.Application.GVL_1
> &% DeviceFeatures Namespacelndex 4
v & xpas0 ldentfierfype  String
Identifier [var]XP340.Application.GVL_1
-
ol Resources NodeClass Object
v & Application e PG
% DeviceManual Displayhame
@ DeviceRevision
~ & GlobalVars
~ @
> @ iRegl
> @ iReg2
> 3 IntegratediO
> |20 Special Variables References 8 x
@ HardwareRevision G | & B Forwerd [+]
@ Manufscturer Reference Target Displayhame
@ Model HasComponent  iRegl ‘
e Brancams HasComponent  iReg2
Address Space || Project i Folderfme
|Lag 8 x
® 0 |
Timestamp Source Server Message
2025-07-06 10:25:1... Attribute Plugin  OPCUAServer®... Read attributes of node ' Applicatic I' succeeded [ret = Good].
2025-07-08 10:25:1... Reference Plugin OPCUAServer@... Browse succeeded.
2025-07-0810:25: OPCUAServer@... B de Joppol lobalVors' succeeded.
2025-07-08 10:25¢1... Attribute Plugin  OPCUAServer®... Read attributes of nede Appl D " succeeded [ret = Gaod].
2025-07-08 10:25:1... Reference Plugin OPCUAServer@... Browse succeeded.
2025-07-0810:25:1... Attribute Plugin  OPCUAServer®... Read attributes of node ‘NS4{Stringl|appo[XP340.Application. GlobalVars' succeeded [ret = Good].
2025-07-08 10:25:1... Reference Plugin OPCUAServer@... Browse succeeded.
2025-07-08 10:25: OPCUAServer®. P varf licationGVL_1' succeeded.
2025-07-08 10:25:2... Attribute Plugin  OPCUAServer@... Read attributes of node 'NS4{Stringllvar]XP340.Application.GVL_1' succeeded [ret = Good].
2025-07-08 10:25:2... Reference Plugin_OPCUAServer@... B ded.
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Test to read OPC UA tags from the device

Use “drag and drop” function to move the tag(s) to “Data Access View” field.

| Bl Unified Autemation UsExpert - The OPC Unified Architecture Client - NewProject™

| File View Sever Document Setings Help

DgBBEE & =2 XK2 B K

Address Space & X Data Access View © | Attibutes 8 x|
r o Highight v Server Mode Id Display Name Value Datstype source Tmestamy Server Timestamp  Statuscode | 2 v By (]
~ 3 Objects 1 OPCUASErver@.. Nsdlstinglvarl.. iRegl 2 Int1s 121007264 121007284 Good Attribute Value
v & DevieeSet 2 OPCUAServer@.. Ns4[Stinglivarl.. iReg? -280 Int16 121007397 121007387 Good ~ Nodeld ns=4is=varfXP340.Application.GVL_1.iReg
» & DeviceFeatures Namespacelndex 4
v & a0 Identifierype String )
v & Resources Identifier IvarfXP340.Application.GVL_T.iReg!
) NodeClass
v & Applicstion BrowseName:
@ DeviceManusl DisplayName
@ DeviceRevision Description t 203
~ & GlobalVars v Value
v a SourceTimestamp  2018-12-021210:00.308
S Regt | SourcePicoseconds 0
SeverTimestamp  2019-12-0212:10:00.308
ServerPicoseconds

>

> 2 Special Variables References 8 x|

@ HardwareRevision % vl & @ Foverd - o

@ Manufacturer Reference Target DisplayName

# Model HesTypeDefiniti.. BaseVariableType

> B Pmoams |

Address Space Project
Log 8 x
®# B
Timestamp Source Server Message
2005-07-08 11:00:2... Attribute Plugin  OPCUAServer@... Read attributes of node ‘NS4|Stringllvar|XP340.Application.GVL_1.iReg?" succeeded [ret = Good).

2025-07-08 11:00:2... Reference Plugin  OPCUAServer®... Browse succeeded.

2025-07-08 11:00:2... AddressSpaceM.. OPCUAServer®... QescAddressSpaceModek:mimeDats

2025-07-08 11:00:2... DA Plugin QascDaModek:dropMimeData

2025-07-08 11:00.2... DA Plugin OPCUAServer@... Found existing subscription for Servedd 0

2025-07-08 11:00:2... DA Plugin OPCUAServerg... | lication.GYL_1.iReg2); CQueueSize=1, € =

2025-07-08 11:00:2... DA Plugin OPCUAServer@... CreateMonitoreditems succeeded [ret = Good]

2025-07-08 11:00:2... DA Plugin OPCUAServer®... Item [NS4[String]var]XP340 Application GVL_1.Req2] succeeded : RevisedSamplinglnterval=300, RevisedQueueSize=1, Monitoreditemid=2 [ret = Good]
2025-07-08 11:00: Reference Plugin  OPCUAServer@... Browse succeeded.

2025-07-08 11:00:3... Attribute Plugin  OPCUAServer@... Read attributes of node ‘NS4iStringllvariXP340.Application.GVL_1.iReq1" succeeded [ret = Good].

The tags can be monitored in this view.

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject”

File View Server Document Settings Help

DZPBO =2 X2 BED

Address Space B X Data AccessView [x]
7 No Hghlight ol & Server Nodeld Display Name Value Datatype source Timestamg Server Tiny
£ Root 1 OPCUAServer@.. NSd|Stiing|lvarl..  iRegl % Int16 12:14:08.111 12:14:09.1
~ [ Objects 2 OPCUAServer@.. NSJ|String|jvarl..  iReg2 m Int16 12:14:08 045 12:14:08.4

v & DeviceSet
> g DeviceFestures
v & XP340
~ o Resources
v @& Application
@ DeviceManual
@ DeviceRevision
~ & GlobalVars
v 26
@ iRegt

» 2 IntegratedO
> (23 Special Variables
# HardwareRevision
@ Manuf:

Address Space Project

Click on each tag in the “Address Space” field to find the identifier/tag to be used in CloudVP

| Bl Unified Automation UsExpert - The OPC Urified Architecture Client - NewProject” - o x

| File View Server Document Settings Help

DBBEE =2 X&) B X

Address Space & x| Dataaccess view © |Attributes 8 x
43 NaHighlight v | e Server Node Id Display Name Value Datatype  source Timestamy Server Timestamp  Statuscode. ALY [+]
~ (3 Objects 1 OPCUAServer@.. Ns4{Sting|jvarl.. iRegl 3 Int16 12:10:07.264 12:10:07.264 Good L e
~ &% DevieeSet 2 OPCUAServer@.. NSA[String|lvarl.. iReg2 -20 Int16 12:10:07.397 121007397 Good ~fNodeid ns=d4;5= |var|XP340.Application. GVL_1.Reg1
5 @ DeviceFestures Namespacelndex 4
v & w0 IdentifierType String
v & Resourees Identifier [var[XP340.Application.GVL 1.iReg1
T "
v & Application BrowseName
@ DeviceManuel DisplayNeme
@ DeviceRevision Description
~ & GlobalVars ~ Value
v " SourceTimestamp  2019-12-0212:10:00.308

SourcePicoseconds 0
ServerTimestamp 2019-12-02 12:10:00.308
ServerPicoseconds 0

> £ Special_Variables References 8 x
@ HardwareRevision C v &l Foward L]
@ Manufacturer Reference Target DisplayName:
@ Model HasTypeDefiniti.. BaseVariableType
> B Dwomme |
AddressSpace  Project
Log 8 x
® D
Timestamp Source Server Message

2005-07-08 11:00:2... Atribute Plugin  OPCUAServer@... Read attributes of node ‘NS4 Stringl|var(XP340.Application.GVL._1.iReg?2’ succeeded [ret = Good].
2025-07-08 11:00:2... Reference Plugin OPCUAServer@... Browse succeeded.
2025-07-08 11:00:2... AddressSpaceM... OPCUAServer®... QascAddressSpaceModel:mimeData

2025.07-08 11:00:2... DA Plugin QascDaModel: dropMimeData

2025-07-08 11:00:2.. DA Plugin OPCUAServer@... Found existing subscription for Serverld 0

2025-07-08 11:00:2... DA Plugin OPCUAServer@... | 40 Application.GVL_1.iReg2]: i 250, QueueSize=1, Di , ClientHandle=

2025-07-08 11:00:2... DA Plu OPCUAServer@... CreateMonitoreditems succeeded [ret = Good]

2025-07-08 11:00:2... DA Plugin OPCUAServer@... Item [NS4|String||var|XP340.Application.GVL_1.iReg2] succeeded : RevisedCu =1, [ret = Good]

2025.07-08 11:00:3... Reference Plugin OPCUAServer@... Browse succeeded.
2025-07-08 11:00:3... Attribute Plugin  OPCUAServer@... Read attributes of node ‘NS4IStrinallvariXP340.Application.GVL 1.iReql' succeeded [ret = Good].

Next step is to enable MQTT in CloudVPN.
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Enable MQTT in CloudVPN / CloudVPN SecureEdge pro

8. Enable MQTT in CloudVPN / CloudVPN SecureEdge pro

CloudVPN is used to publish data to a cloud broker, for this MQTT must be enabled and settings needs to be
done to read data from the PLC.

Start with login to CloudVPN portal/Cloud service using this URL: https://cloudvpn.acirroplus.com/

Enter your credentials and click “Log in”.

Beiler

ELECTRONICS

@
[ Keep me logged in Forgot password?

Log in with

Create account

Click on the company name that is applicable, meaning under which company the CloudVPN that is to be
accessed to is connected.

My companies a2

Beijer Electronics AB

+ Add company

Default view after choosing company.

Beijer Al Q Search for devices i R
@ ® 0 (8]
et
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https://cloudvpn.acirroplus.com/

Enable MQTT in CloudVPN / CloudVPN SecureEdge pro

If already logged in, click on “Apps” in upper right corner (nine dots) and select “Admin”.

Beiler Al - Q Search for devices = °
ELecvannret

m Apps

Devices

o Status Name + Description Last onling ¢y Portal

=

Users | -

. Maennex - Hew

% Fleet Manager

B studio

In “Admin” view, select “MQTT” bottom left. On the right side click on “Add custom broker”

Admin 2 = Beiler @

Brokers

M custom beokers

-

*yPENR -
PRI T

HEEOND -
[
i

!
i

3 Custom fields

i

Enter following:

- Preferred “Name*”, any naming

- “Host*”, same details as in the broker information
- “Port*”, same details as in the broker information
- No “CA certificate” needed

- “Message format”, in this example JSON is used

Then click on “Add client”.

amat

AnyName_HiveM_Broker

heart
TEIa0c11T4b04

CA sartifate
en-cartificale tet

Merngr loraai®
JEON

CLHNTS

Mo clients
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Enable MQTT in CloudVPN / CloudVPN SecureEdge pro

Enter following:

- Preferred “Name*”

- “Username”, details are to be found in the broker information
- “Password”, details are to be found in the broker

- No “certificate” or “Key file” needed

Click “Confirm” when all client information is entered.

Client information added.
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Enable MQTT in CloudVPN / CloudVPN SecureEdge pro

Click “Confirm”.

Broker information is now ready, reboot the CloudVPN or Power off/on for the settings to take effect:

Custom broker updated

There are 0 devices configured with this MQTT broker. Reboot the
device (locally or in the Fleet Manager) or push a configuration to

the device (if available) to apply the changes.

Next step is to configure tags that are to be sent to the MQTT broker.

Beijer Electronics, SUEN00424 21 2025-11-14



Activate datasource in CloudVPN / CloudVPN SecureEdge pro

9. Activate datasource in CloudVPN / CloudVPN SecureEdge pro

In this example we use the built in “OPC UA” driver in CloudVPN to read the tags in a Nexto PLC.
Click on “Apps” in upper right corner (nine dots) and select “Fleet Manager”.

Beiler All - Q_ Search for devices [
- [] Apps
Devices
& Status Name ¢ Descriptior Last online ¢ Porta
=
Users
® Machine x - Now Bl Admin
£  Fleet Manager
BE studio

Click on the device where data source is to be added.

= Fleet Manager All »  Q  Search for devices B & Be]Jer

@ Devices Devices

[% Device templates

@ Tools Status ~ Name 4  Lastonline Serial number MAC address Firmware version =

[ ] wa et C0:D3:91:35:CECD 3.25

Click on the “+” next to “Services”, click on “Data source” and which driver, in this example “OPC UA”.

= Fleet Manager = # Beiler
°§  Assers < Machine x ¥r Status: @ -
H1  Devices
[3 Device emplates
° General
@ Tools
. Name Machine x Edit
Machine x
o o Description - Edit
v @B Network BACnev/IP = Edit
0§ View EtherNet/IP
=3 More MELSEC
o Modbus T0P
[ VPN connect VNC server OPC UA
Internal Edit
S X2extreme 7 HTTP server Plain-text TCP
v EMEA Edit
B My_Dota_source WebSocket server  Siemens S7-300/400/1200/1500
Datesource b SMTP/ GPIO
Access Q
Name Role =
T Platform administrator
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

Default view.

Fleet Manager

°F  Assets € Machine x ¥
@ Devices

Device templates
G Data source

= = Beiler

® Tools OPC UA
Machine x Hamer

Data source
@ o
V@ Mework 1P adaress

localhost
3 View
- More

Authenticstion type®
Services + Anonymous
E VPN connect

Polling sleep time

] Xzexweme? 100 milliseconds (recommended)

» My_Data_source

Error grace period (D)

Ertcr grace periad

0 seconds (0ff)

MQTT

[] use custom broker

* Port number 4840 is default for OPC UA communication, must be the same in BCS Tools

Following settings needs to be done:
- Type preferred “Name” and “Identifier”

Status: @ -
entifiert
data-source
Port®
4340
Cancel Add

- Enter the controllers IP address, use default port number* (if not changed by user).

- Tic the box “Use custom broker”

- Click on the drop down menu and select the created client name (“Admin-MQTT"
setting, in our case “AnyName_HiveMQ_Broker).

- Type preferred name for “Topic” within forwards slashes.

* Port number 4840 is default for OPC UA communication, must be the same in device

configuration, in this case BCS Tools.

When all settings are made, click “Add”.

Fleet Manager

%8 assets € Machine x ¥
i Devices

Device templates
& il Data source

= i Beiler

Status: @ i

@ Tools OPCUA
e T
Machine x = .
AnyName_XP340 AnylD_XP340
@ o
» @ Network < v
- 192.168.10.60 4840
28 View
+ More
Bervices e Anonymous

G VPN connect
eyl

] X2extreme 7

Ertor grace period @)

0 seconds (Off)

MQTT

Use custom broker

AnyName_HiveMQ_Broker = AnyName_Client

shnyTopic/

Beijer Electronics, SUEN00424
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

View after adding data source:

= Fleet Manager 2 # Beiler @

G Assats € Machine x % Status: @

W Devices

[aoes ok Data source

® Tools OPCUA

S Nemas P
ek AnyName_XP340 AnylD_XP340

@ il
» @ Network
BB View
- More

P acdross e
192 168 10.60 4840

Aushentl

Services + Angnymous

B vPNconnect

51 X2exreme? 100 milliseconds (recommended) =
~[E AnyName XP340

Variables
Error grace period (D)
Tags
e e p——
S 0 seconds (Off) bt
Alarm triggers
MQTT

Use custom broker

Send data 1o
AnyName_HiveMQ_Broker - AnyMame_Client

Top®
JAnyTopic/

Remave

Next step is to enter the variable(s), click on “Variables” under the created data source. Default view,
variables can either be imported using a CSV file or entered manually.

= Fleet Manager M= Q Search for variables 2 i Beiler €
Wi Devices

[} Device templates Variables wovariabie Run test t e Import from CSV-file
® Tools

Name 4 Identifier Type Address Factor Unit Latest value

Machine x

O info
» @ Network

88 view

- More
Services +

B VPN connect
®]  X2extreme7
- AnyName_XP340
| Variables
Tags
Log triggers
Alarm triggers.
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

In this example variables are entered manually, click “+ Add variable”.

= Fleet Manager All = Q search for variables

& Machine x #

O Name T Identifier

“Add variable” default view

Add variable

templates Variables ncvariables

Type  Address

Identifier*

@ = Beijer @

j=CLTS W Push config to device

Run test Export to CSV-file Import from CSV-file

Factor ~ Unit  Latestvalue

Note: name identifier
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

Enter name and identifier of the variable, enter type, nhamespace and identifier value that was read from
the device using UA Expert, click “Add” .

Add variable

Idantifier*
AnyName_Tag1l any-name-tag-1

Nete: name identifier

Type*
Int16

Namespace® Identifiar type®
4 String

Idontifier valuo®
|var|XP340.Application.GVL_1.iReg1

Note: OPC-UA identifier

Factor

All variables in this example are done.

= Fleet Manager

of  Assets

@ Devices

[ Device templates
® Toos

Machine x
@ i
» Network.

B8 wiew

5] X2 extreme 7
O xra40
*@E anynamexPas0
| variables
Tags
Log triggers
Alarm triggers

all~  Q Search for variables

¢ Machine x ¥
Variables z.ariapies

[0 Name 4 Identifier Type  Address

Run test Export to CSV-file

Import from CSV-file

Factor  Unit  Latest value

[] AnyName_Tagl any tag-1 Int1é

jon.GVL_1.iReg1 -

D AnyName_Tag2 any-nametag-2 Int16  ns=4:5=|var|XP340 Application.GVL_1.iReg2 -
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

Next step is to enter the tag(s), click on “Tags” under the created data source.

= Fleet Manager 3 i Beiler )
"8 Assas € Machinex ¥ Status: @
@ Devices
[ iate:
4 Dce oo Data source
@ Tools oFCUA
Machine x AnyName_XP340 AnyID_XP340
0 who
r @ Network P address [
192.168.10.60 4840
88 View 5
- Mare
aeT——
Services - Anonymous -

G VPN connect
allieg siesp Lme

8] X2exreme7 100 milliseconds (recommended)
~[@ AnyName XP3s0

Variables
Error grace period (D)
Tags
Log triggers Ereer grace perisd .
0 seconds (0ff)
Alarm tiggers

MQTT

Use custom broker

Send dsta to”
AnyName_HiveMQ_Broker — AnyName_Client

Tepie®
JAnyTopic/

Remove

“Tags” default view, click ”+Add tag”.

= Fleet Manager Al Q search for tags = # Beiler
@1 Devices
[} Devicetemplates Tags notags Total log-on-interval dps/hr for this data source: 0 Import from CSV-file
@ Tools
Name 41 Identifier Type Log on Log when Formula Specification Data points Trigger
Machine x
G wnfo
v B Network
g5 view
More
Sarvices +

G VPN connect
5] X2extreme7
O xPad0
~[E AnyName _XP340
Variables
| Tags
Log triggers

Alam triggers
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

“Add tag” default view

Name*

Logan®
Interval

Every minute

Formula*

Retention palicy®
5 years

Use the drop down menu under “Variable*” and select created variables.

Interval®
Every minute

Formula*
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

Use the drop down boxes to select when logging should be done.

Use the drop down box to select how often data logging should be done.

Every 10 seconds
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

When all settings are done, click “Add”.

When ready click on “Push config to device”.

= Fleet Manager Al ~  Q Search for tags B i Beijel' o

@1 Devices
D, Device templates Tags 2tags Total log-on-interval dps/hr for this data source: 7,200 Export 1o CSV-file Import from CSV-file

Tools
® [0 nName 4 Identifier Type Logon  Logwhen Formula  Specification  Data points  Trigger

o [} AnyName_Tagl any-nametag-1 Int16 Interval Every second LAST - 8,600 dps/hr. -

G info
» @ Network
85 view

[[] AnyName_Tag2 any-name-tag-2 Int16 Interval Every second LAST - 3,600 dps/hr. -

AnyName_XP340
Variables

| Tags
Log triggers
Alarm triggers

+ Addtag

NOTE

CloudVPN must be rebooted or powered off/on for the changes to take effect.
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Activate datasource in CloudVPN / CloudVPN SecureEdge pro

To test the OPC UA communication between the CloudVPN and device (PLC), click on “Variables” under the
created data source, then click on “Run test”.

= Fleet Manager Al = O search for variables
M sasms € Machine x ¥
B Devices
[ Device templates Variables 2variables
@ Tools
[J Mame 4 dentifier Type
Machine x | AnyName_Tagl any-name-tag-1 Int16
L [] AnyName_Tag2 any-name-tag-2 int16
» B Network
88 View
More
sarvices +
) VPN connect
51 X2extreme?
O xPaa0
= AnyName_XP340
.
Tags
Log triggers
Alarm triggers

Latest value should now be presented.

= Fleet Manager Al ~  Q search for variables
REIE jzeett € Machine x ¥
E Devices
[% Device templates Variables zvariaties
@ Tools
[] Name 4 Identifier Type
Machine x | AnyName_Tagl any-name-tag-1 Int16
[
o | AnyName_Tag2 any-name-tag-2 Int16
» @  Network
88 view
Mare
Services +
E VPN connect
5 Xedreme?
O xPaap
*[E  AnyName_XP340

Variables
Tags

Log triggers
Alarm triggers

& i Beiler
Status: @ ol
Export 1o CSV-file Impart from CSV-file
Address. Factor Unit Latest value

ng=4:5=[variXP340.Application.GVL_1.Regl - - -

ng=4:5=|varxP340.Application GVL_1./Reg2 - - =

2 = Beijer

Status: @ hd

(_ Stoptest  Exportto CSV-file  Import from CSV-file

Address Factor  Unit [ Latestvalue
ng=4;3=|var|XP340.Application.GVL.1 iRegl - - 5
ns=4;5=|var(XP340.Application. GVL.1.IReg2 - - -390

+  Add variable

Next step is to enable communication between broker and client.
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Subscribe data from the MQTT broker

10. Subscribe data from the MQTT broker

To test the communication between the broker and a client, MQTT Explorer (0.6.0-beta.6) is used.
Install and start MQTT Explorer, click on “+ Connections”

MQTT Connection

Enter the credentials in MQTT Explorer accordingly.

+  Connections MQTT Connection

aw;ry_:-c el —_- » )
AnyTopic Validate certificate Encryption (tls)

mgtt// -  759a0c1174b0..2. 7210 16046f2613c.s1.euhivemgs 8883

usemame o
PC_Client o

DELETE | LR ADVANCED BAsave

Name: Use the same name as given in “Topic” in CloudVPN

Services + MarT

[ VPN connect Use custom broker

2] X2extreme7
Send data 0%

0O xp340 AnyName_HiveMQ_Broker - AnyName_Client
v AnyName XP340

Variables Ivl
Tags {AnyTopic/

Protocol: select mqtt://

Host, Port, Username and Password: Use the credentials from HiveMQ

Overview  AccessManagement Integrations ~ Web Client »  Getting Started

Overview Access Management Integrations Web Client » Getting Started
© Authentication

Connection Details Credentials (A

Currentiy you have not created any credentials. Fill out the following form to create an access credental

Comprehensive details and statistics for your cluster Fundamentals guide

URL

NAME PERMISSION

759a0c1174b04..2..27 53946046f2613c.51.eu.hivemg.cloud

PUBLISH_ONLY
Port ‘SUBSCRIBE_ONLY

8883
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Subscribe data from the MQTT broker

Click on “Connect”.

4+ Connections

MQTT Connection

AnyTopk
A I R » ‘o
AnyTopic Validate certificate Encryption (tls)

Protaco Hast Port

mgtt// = 750a0c1174b0... 16046f2613c.51.euhivemq. 8883

usemame
PC_Client

DELETE X ADVANCED

MQTT Explorer connected to MQTT Broker.

QTT Explorer

¥ 75%0c1 8394604612613c.51
» (1 topic. & messages

Value ~
Publish ~
JanyTopic/ X
raw  xml json
®@ 0 O

Qs 0~ [ retain

Expand the tree to see the tag values.

=  MQTT Explorer Q DISCONNECT & e
¥ T55a0CT174D04.~ - 504BIZ613¢.1-uhivema.cloud
v
¥ AnyTopic
Vvalue & ~
< = Qos: 0

09/07/2025 14.14.02

ot
o
~ sz,
nyliane_Taga",
- ": 1752063241000,

Compating with previous message: + b lines, - 6 lines
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